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Threat Hunting
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Kusto Query (KQL) Threat Hunting Scenarios
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Q/A
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Threat Hunting Workshop

(1 hour)
Threat Hunting

 Challenge

https://book.sergioalbea.com/
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Sergio Albea
Threat Hunting Expert

- 04/2023

linkedin.com/in/
sergioalbea/

medium.com/
@sergio.albea
github.com/Sergio-Albea-Git/
Threat-Hunting-KQL-Queries

<>
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Which is your experience with Threat Hunting?

DefenderXDR
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Why is important?

https://blog.checkpoint.com/research/global-cyber-attacks-surge-21-in-q2-2025-europe-experiences-the-highest-increase-of-all-regions/
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Why is important? October 2026

Source: https://cybersecuritynews.com/
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Differentiate between Theat Hunting and Threat Detection

Threat Hunting Threat Detection
Proactive Reactive

Human-driven, hypothesis-based Automated, rule-based
Searches for unknown / hidden threats Focuses on known threats

Initiated by analysts Triggered by alerts
Uses behavior & ATT&CK Uses IOCs & signatures

Output: New detections & insights Output: Incidents

Did something bad happen?What bad things could be happening unnoticed?
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Differentiate between Theat Hunting and Threat Detection

Image Source 
(https://www.mermecgroup.com/northamerica/protect/level-crossing/1033/level-

crossing-obstacle-detection.php)
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Why is important? October 2026

Source: https://cybersecuritynews.com/
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All Hunting in one Image



Think Like a Hunter
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Think like a Hunter
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Think like a Hunter
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Think like a Hunter
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Think like a Hunter
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Think like a Hunter



Threat Hypothesis
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A threat hypothesis is a clear 
assumption about something bad 
that might be happening in your 
environment.
On cybersecurity, can be translated as a 
question you try to answer with logs.

•What if someone is logging in with 
stolen credentials from another 
country?

•What if a compromised device is 
talking to the internet when it 
shouldn’t?
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Threat hypothesis

Threat hunting is not about finding alerts — it’s about testing assumptions.
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Threat hypothesis Example – Sign-Attempt Location
Conditional Access 
Non Allowed Countries:
Block Countries

Social Engineering:
Social Network
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Threat hypothesis Example – Sign-Attempt Location

Conditional Access:
Block VPN Network Ranges/ASN

Detection Rule: 
When the latitude and longitude based on sign-in attempt 
are too far.



Incident Risk Score
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Incident Risk Score
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Incident Risk Score - Case 01
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Incident Risk Score – Case 02



Atomic Testing
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Atomic Testing
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Atomic Testing



PlayBooks
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Hunting Playbooks
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Hunting Playbooks



Log Retention
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Log Retention



Threat Hunting
 and AI
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Threat Hunting on the AI era
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AI Reality over Threat Hunting



Threat Hunting
 Community
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Threat Hunting Community



Kusto Query Language 
(KQL)
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Kusto Query Language (KQL)
KQL is a language developed by Microsoft, designed to explore, filter, analyze, and correlate large volumes of 
data efficiently.
KQL shares similarities with SQL, as both support filtering, sorting, aggregations, and joins.
KQL is particularly well-suited for log analysis, threat hunting, and detection engineering, making it easier to 
identify patterns, investigate suspicious activities, and transform raw data into actionable insights.



Kusto Query Language (KQL)



Kusto Query Language (KQL)



KQL reads from left to right: each pipe 
transforms the previous result.

Source table

Chained operators

Result ready to explore

EmailEvents
| where TimeGenerated > ago(1d)
| distinct Subject, SenderDomain

Kusto Query Language (KQL)

EmailEvents
| where TimeGenerated > ago(1d)
| summarize count() by 
NetworkMessageId



Kusto Query Language (KQL)



Kusto Query Language (KQL)





Group and Count in KQL
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Detection Rules + Actions

DefenderXDR Notification Alert

Action
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KQL First Contact  sergioalbea.com/465-2/

Case2: How many different 
Threat Names are identified 

into the received Emails?

Case1: Which is the 
senderdomain sending 

emails with the IP: 
5.79.109.115 ?

Case3: Which 
recipients have 
received Email 

with Malware and 
have been 

delivered into 
Inbox Folder?

Case4: How many distinct emails have been 
delivered into Inbox Location?



Threat Hunting scenarios
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Threat Hunting Result Analysis

Threat It has real 
damage?

Can we 
respond?

Can we 
stop it?



Threat Hunting applied on
Emails
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Email with Emojis in the Subjects

Risk Score
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Email with Emojis in the Subjects

Risk Score
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 Email Hunting over InternetMessageId

For sending systems where the identifier contains the message creation 
time, those two timestamps are expected to be close. But what happens when 
they are not?
A large gap can surface messages generated long before delivery and 
give us another signal to investigate.
The true-positive ratio was surprisingly high, and several suspicious emails
surfaced that had not been flagged by any other detection.



Phishing Campaigns Classification
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Phishing Campaigns statistics (dcount)

EmailEvents
| where ThreatTypes has 'Phish’ 
| join kind=inner (EmailUrlInfo) on NetworkMessageId
| extend SenderIP = 
iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)
| summarize Total_IPs= 
dcount(SenderIP),Total_Senders=dcount(SenderDisplayName)
,Total_Subjects=dcount(Subject),
Total_Domains= dcount(SenderFromDomain) by Url
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Phishing Campaigns summary
(make_set)

EmailEvents
| where ThreatTypes has 'Phish'
| join kind=inner (EmailUrlInfo) on NetworkMessageId
| extend SenderIP = 
iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)
| summarize Total_IPs= 
make_set(SenderIP),Total_Senders=make_set(SenderDisplayName),Total
_Subjects=make_set(Subject),Total_Domains= 
make_set(SenderFromDomain) by Url
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Phishing Campaigns summary (Distinct Days + DeliveryLocation)
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Phishing Emails

Can we 
stop it?

It has real 
damage?

Can we 
respond?

EmailEvents
| where ThreatTypes has 'Phish' and ThreatTypes !contains "Spam"
| join kind=inner (EmailUrlInfo) on NetworkMessageId
| extend SenderIP = iff(isnotempty( SenderIPv4),SenderIPv4,SenderIPv6)
| extend Time_ = format_datetime( Timestamp, 'dd-MM-yyyy')
| summarize Total_IPs=make_set(SenderIP),Total_Senders=make_set(SenderDisplayName), 
Total_Subjects=make_set(Subject),Total_Domains= make_set(SenderFromDomain),dcount(Time_), 
make_set(Time_),Delivered_on=make_set(DeliveryLocation) by Url



Threat Hunting applied on
Network



Malicious Hotspot Networks shared via Iphone
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Malicious Hotspot Networks shared via Iphone

Can we 
stop it?

It has 
real 

damage?

Can we 
responsd?

DeviceNetworkInfo // Table
| where DefaultGateways has "172.20.10.1" //Iphone Gateways
| extend Network_Name = tostring(parse_json(ConnectedNetworks)[0]["Name"])
| where isnotempty(Network_Name)
//| where (Network_Name contains "Free" or Network_Name  contains "Open"  or Network_Name  contains 
"Airport" or Network_Name  contains "hotel")
| summarize by  Network_Name, DefaultGateways



Threat Hunting over DDoS Attacks



Threat Hunting over DDoS Attacks



Threat Hunting over DDoS Attacks



Threat Hunting applied on
Identities



Password Spray Attacks
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Password Spray Attacks

Can we 
stop it?

It has real 
damage?

Can we 
respond?

AlertEvidence //Table
| where Title has "Password Spray” and isnotempty(RemoteIP) //Condition
|join kind=inner (IdentityLogonEvents) on $left.RemoteIP == $right.IPAddress
| summarize 
Sign_in_Result=make_set(ActionType),Logon_Types=make_set(LogonType),count() by 
IPAddress,Location, AccountDisplayName, Application1



Threat Hunting applied on
Software



Threat Hunting over Software Vulnerabilities



PHP2Shell



Hunting One to One Teams Chats by External Domains
ne-to-
ne Teams Chats by
O
O
External Domain
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1:1 Teams Chats from unexpected countries
CloudAppEvents //Table
| where Application has "Microsoft Teams" and isnotempty(IPAddress) //Condition
| extend Geo_IP = tostring(geo_info_from_ip_address(IPAddress).country),ChatName = todynamic(RawEventData).ChatName, 
TeamName = todynamic(RawEventData).TeamName, ChannelName = todynamic(RawEventData).ChannelName, Operation = 
todynamic(RawEventData).Operation, CommunicationType = todynamic(RawEventData).CommunicationType
| where  Operation has "ChatCreated" and CommunicationType has "OneOnOne"
| mv-expand  ParticipantsInfo = (todynamic(parse_json(RawEventData).ParticipantInfo))
|  mv-expand  ParticipatingDomains =  (ParticipantsInfo).ParticipatingDomains
|  mv-expand  ParticipatingSIPDomains =  (ParticipantsInfo).ParticipatingSIPDomains
|  mv-expand  ParticipatingSIPDomains =  (ParticipatingSIPDomains).DomainName
| where  Operation has "ChatCreated" and CommunicationType has "OneOnOne” //Condition
| project  AccountDisplayName,ChatCreatedFrom= IPAddress,ChannelName,ChatName, TeamName,Geo_IP, 
CountryCode,Operation,ParticipatingSIPDomains,ParticipatingDomains, ISP
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1:1 Teams Chats from unexpected countries



Threat Hunting applied on
Devices



Hunting Clipboard-Based Threats



Hunting Clipboard-Based Threats



Hunting Device Vendors
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Device Lateral Movement

Can we 
stop it?

It has 
real 

damage?

Can we 
respond?

SecurityEvents
| where LogonType == 3 // (NetLogon)
|  summarize dcount(Computer) by IpAddress
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Device Lateral Movement

Can we 
stop it?

It has 
real 

damage?

Can we 
respond?

SecurityEvents
| where LogonType == 3 // (NetLogon)
|  summarize dcount(Computer) by IpAddress



Threat Hunting applied on
Threat Intelligence



Indicator of Compromise(IoC)

Indicator of Attack (IoA)

Remote 
Command 
Execution

Post 
Scannin
g

Indicator of Compromises (IOCs) are 
responsive measures while Indicator 
of Attack are proactive measures.

IOAs are active in nature and focus 
on identifying a cyber attack that is 
in process. They also explore the 
identity and motivation of the threat 
actor, whereas an IOC only helps the 
organization understand the events 
that took place.

Domain
s

DNS 
Tunnelling

IOC vs IOA
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Why is important? April 2026

Source: https://cybersecuritynews.com/



KQL Examples – Click Fix Case



Indicator of Compromise (IoC)

let ioc_ip_addr = dynamic(["185.234.72.186", "3.23.103.13", "83.242.96.159", "5.8.9.77"]);
DeviceNetworkEvents
| where RemoteIP has_any (ioc_ip_addr)

Indicator of Attack (IoA)

DeviceFileEvents
| where InitiatingProcessCommandLine contains "mshta"
| distinct DeviceName,InitiatingProcessCommandLine

KQL Examples – Click Fix Case



Indicator of Compromise (IoC)

EmailUrlInfo
| where Url has 'mubasokurso.com'

Threat Detection based on IOC 

Validate URL/Domain before
 configuring detection Rules!



Threat Detection based on IOA 
Indicator of Attack (IoA)

DeviceFileEvents
| where InitiatingProcessCommandLine contains 'mshta'
| distinct InitiatingProcessCommandLine

Validate the queries results 
before to implement detections 
to avoid flood of false positive 
alerts!



91

Threat Hunting based on IOCs

Can we 
stop it?

It has 
real 

damage?

Can we 
respond?

UrlClickEvents
| where isnotempty(ThreatTypes)
| distinct Url,ActionType, ThreatTypes, IsClickedThrough



A Threat Intelligence (TI) feed is a continuous source of data that provides indicators and 
information about known or emerging cyber threats.

Threat Intelligence Feeds

 🌐 Network-based IOCs
Indicators related to internet communication:
•IP addresses (e.g. servers used by attackers)
•Domains (malicious websites)

 📁 File-based IOCs
Indicators related to malicious files:
•File hashes (fingerprints of bad files)
•File names
•File paths

 🖥️ Host-based IOCs
Indicators observed on a device:
•Suspicious processes
•Unusual startup programs
•Registry or system changes

 📧 Email-based IOCs
Indicators found in emails:
•Sender addresses
•Malicious links or attachments
•Phishing subjects or pattern



TI Feeds Challenges

Duplicated Content Obsoleted projects

(Wordpress.com/asiei49
Wordpress.com
Yammer.com/40rtphp
Yammer.com)

Low-Level contributions



TIFCE ( TI Feed Content Evaluation)

For each collected IOC

https://doi.org/10.5281/zenodo.18208974



For each collected IOC
//Importing TI Feeds
let CertPL =externaldata(Domains:string)[@'https://hole.cert.pl/domains/v2/domains.txt']with (format = 'txt',ignoreFirstRecord = true)
| project TIFeed= 'CertPL',IOC= Domains,Reference = 'https://hole.cert.pl/domains/v2/domains.txt’;
let PhishingArmyFeed = externaldata(Domain: string)[@'https://phishing.army/download/phishing_army_blocklist.txt’]
 with (format='txt', ignoreFirstRecord=True) | project Domain = tolower(Domain)| where Domain !startswith '#’ 
| project TIFeed= 'PhishingArmyFeed',IOC= Domain,Reference = 'https://phishing.army/download/phishing_army_blocklist.txt’; 
let SpydiDomainList =externaldata(Domains:string)[@'https://spydisec.com/maliciousblocklist.txt']with (format='csv’) 
| where Domains !startswith '#' | project TIFeed= 'SpydiDomainList',IOC= Domains,
 Reference = 'https://spydisec.com/maliciousblocklist.txt’; 
let Domain_TweetFeedMonth =externaldata(DateUTC: datetime,SourceUser: string,Type: string,Value: string,Tags: string,Tweet: string)
[@'https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv']with (format='csv') | where Type has 'domain’
| project TIFeed='TweetFeedMonth',IOC= Value,Reference='https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv’;
let Domains_IOCs =union  SpydiDomainList,PhishingArmyFeed,CertPL,Domain_TweetFeedMonth; //create a Table with the TIFeeds
 Domains_IOCs | summarize dcount(TIFeed),make_set(TIFeed) by IOC | order by dcount_TIFeed

TIFCE ( TI Feed Content Evaluation)

https://hole.cert.pl/domains/v2/domains.txt%27%5Dwith
https://hole.cert.pl/domains/v2/domains.txt%27%5Dwith
https://hole.cert.pl/domains/v2/domains.txt%27;let
https://hole.cert.pl/domains/v2/domains.txt%27;let
https://phishing.army/download/phishing_army_blocklist.txt%27%5D
https://phishing.army/download/phishing_army_blocklist.txt%27;
https://spydisec.com/maliciousblocklist.txt%27%5Dwith
https://spydisec.com/maliciousblocklist.txt%27%5Dwith
https://spydisec.com/maliciousblocklist.txt%27;
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let


For each collected IOC

MISP (Malware Information Sharing Platform)



For each collected IOC

MISP (Malware Information Sharing Platform)
*V:X  Number of vendors tagging the URL as malicious based on VirusTotal request



For each collected IOC

MISP (Malware Information Sharing Platform)

let Domain_TweetFeedMonth =externaldata(DateUTC: datetime,SourceUser: string,Type: string,Value: string,Tags: 
string,Tweet: string)
[@'https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv']with (format='csv')| where Type has 'domain’
| project TIFeed='TweetFeedMonth',IOC= Value,Reference='https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/mont
h.csv’;

https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27%5Dwith
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let
https://raw.githubusercontent.com/0xDanielLopez/TweetFeed/master/month.csv%27;let


Threat Intelligence Sources Challenges



MATCH-4 Intelligence Ratio Model

AI Evaluation
(Microsoft Copilot, Others..?)

Manual MATCH-4 review
(where URL contains university, 

macOs/IoS,written in 
German/French )

For each collected IOC

https://doi.org/10.5281/zenodo.17012869



GEANT TI Feeds
2026 Q1/Q2 (Already integraded since 2025 for Malware and phishing cases)



Turn hunting and IA



Identifying Suspicious Fake Installer Software

For each collected IOCCreate an agent that maintains a daily-updated list of legitimate software filenames and 
their latest known file hashes. Instead of manually checking whether Chrome, AnyDesk  
WinSCP or another application has released a new version, the agent keeps that baseline 
updated for me. I can then consume the list directly from KQL and compare what I see in 
my environment against what I currently expect to see.



Identifying Suspicious Fake Installer Software

For each collected IOCCreate an agent that maintains a daily-updated list of legitimate software filenames and 
their latest known file hashes. Instead of manually checking whether Chrome, AnyDesk  
WinSCP or another application has released a new version, the agent keeps that baseline 
updated for me. I can then consume the list directly from KQL and compare what I see in 
my environment against what I currently expect to see.



Turn raw data into real 
detections
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ASN

Percentage & Ratios

Distinct IP’s

IP

IP

IP

IP

IP

Classification

ISP

Domains

IPs

Key measures
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Turn raw data into real detections

let CIDRASN = (externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string) 
['https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'] with (ignoreFirstRecord=true));
DeviceNetworkEvents
| evaluate ipv4_lookup(CIDRASN, RemoteIP, CIDR, return_unmatched=true)
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Connections from unexpected ISP
let CIDRASN = (externaldata (CIDR:string, CIDRASN:int, CIDRASNName:string) 
['https://firewalliplists.gypthecat.com/lists/kusto/kusto-cidr-asn.csv.zip'] with (ignoreFirstRecord=true));
DeviceNetworkEvents //Table
| evaluate ipv4_lookup(CIDRASN, RemoteIP, CIDR, return_unmatched=true) //Matching IPs with ASN
| where isnotempty(RemoteIP) and ActionType has 'ConnectionSuccess’ //Condition 
| extend PrivateIP=ipv4_is_private(RemoteIP)
| where PrivateIP == 0  //Condition 
| extend GeoIPData = tostring(geo_info_from_ip_address(RemoteIP).country)
| summarize 
Different_IPs=make_set(RemoteIP),make_set(ActionType),make_set(InitiatingProcessCommandLine),make_set(InitiatingPr
ocessFileName),make_set(CIDR),make_set(GeoIPData),count() by  CIDRASNName, DeviceName
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KQL Collectors by ASN/ISP (Email Threats)



Thank you
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